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Scope

This is in reference to the Aadhaar Authentication Services of the Unique ldentification
Authority of India (UIDAI), Government of India, being implemented by the Department of
School Education, Government of Punjab (hereinafter referred to as “DSE” or “Sub-AUA") under
the Sub-AUA licence of the State Aadhaar Authentication User Agency, i.e. the Department of
Food, Civil Supplies and Consumer Affairs, Government of Punjab-cum-Registrar, UID, Punjab
(hereinafter referred to as the “State AUA").This document details the Information Security
Policy and standards applicable to DSE as a Sub Authentication User Agency (Sub AUA).

DSE uses Aadhaar based authentication services as mandated by the Unique Identification
Authority of India ("UIDAI"). In compliance of Sub-AUA licensing requirements, the DSE
requires beneficiaries to provide certain pieces of information about themselves.

This document defines the framework to report security incidents to minimise their impact on
the physical and digital assets of DSE.

Document Distribution

All employees of DSE (including its directorates such as DGSE, DSE-SE, DSE-EE, SCERT, etc. and
their field offices), including contractors and third parties, who access data through their
applications or handle any personal data of beneficiaries of DSE.
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Terms & Definitions

S. No. Terms Definition
1. | ASA Authentication Service Agency
2. | Asset An asset is anything that has value to the organization.
Assets can be classified into the following 5 categories:
1. Paper assets:(Legal documentation, manuals, policies
& procedures, organizational documents etc.)
2. Physical assets:(computer equipment,
communications, utility equipment, buildings etc.)
3. Software assets:(database information, applications,
software code, development tools, operational
software etc.)
4. People assets: UIDAI human resources and
stakeholders.
5. Service assets:(Logistics, building management
systems, communications, utilities etc.)
3. | AUA Authentication User Agency
4 DSE Department of School Education
5. | Information Information that has value to the organization/UIDAI.
Including but not limited to Citizen biometric and
demographic information, personally identifiable
information, employee information, organization
information such as CIDR details etc.
6. | IRT Incident Response Team
7. 1T Information Technology
8. | KUA Know Your Customer (KYC) User Agency
9. | Sub-AUA Sub Authentication User Agency
10. | Sub-KUA Sub Know Your Customer (KYC) User Agency
11. | UID Unique Identification
12. | UIDAI Unique Identification Authority of India
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Incident Management Policy

1 About the Policy

1.1 Policy Statement

DSE is committed to protect Aadhaar data, maintain system integrity, and ensure prompt and
effective incident response.

1.2 Policy Scope

This Incident Management Policy shall be applicable to all applications utilised for availing the
services of DSE. This policy applies to all employees, contractors, consultants, temporary staff,
and other workers of DSE (including its directorates such as DGSE, DSE-SE, DSE-EE, SCERT, etc.,
and their field offices), as well as all personnel affiliated with third parties who have access to
Aadhaar data and systems. It covers all information systems, networks, and physical
environments where Aadhaar data is stored, processed, or transmitted.

The policy may be amended from time to time as per the regulations of the UIDAI.

2 Policy

2.1 Incident Identification and Reporting:

i. All personnel must be vigilant and should promptly report any observed or suspected
security incidents involving Aadhaar data.

ii. Incidents should be reported immediately to the designated Incident Response Team
(IRT) through established channels.

2.2 Incident Classification:

i. Incidents will be classified based on their severity, impact, and urgency. Classification
levels include minor, moderate, major, and critical.

ii. The classification will determine the priority and resources allocated to the incident
response.
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2.3 Incident Response:

The IRT will lead the response to all reported incidents, ensuring that appropriate
actions are taken to contain, mitigate, and resolve the incident.

An initial assessment will be conducted to determine the scope and impact of the
incident.

The IRT shall ensure that the incident involving Aadhaar Data is reported to the UIDAI
and State AUA within 24 hrs of its occurrence.

The IRT will coordinate with relevant stakeholders, including law enforcement and
regulatory bodies, as necessary.

2.4 Documentation and Communication:

All incidents will be thoroughly documented, including details of the incident, actions
taken, and outcomes.

Clear and timely communication will be maintained with affected parties, management,
and other stakeholders throughout the incident management process.

2.5 Root Cause Analysis and Remediation:

A root cause analysis will be conducted for all significant incidents to identify
underlying issues and prevent recurrence.

Remediation actions will be implemented based on the findings of the root cause
analysis.

2.6 Training and Awareness:

Regular training and awareness programs will be conducted to ensure all personnel
understand their roles and responsibilities in incident management.

Training will include recognizing potential security incidents and reporting procedures.

2.7 Continuous Improvement:

The incident management process will be periodically reviewed and updated to
incorporate lessons learned and adapt to evolving threats.

Feedback from incident handling will be used to improve security measures and
incident response capabilities.
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2.8 Compliance and Enforcement:

Non-compliance with this policy may result in disciplinary action, up to and including
termination of employment or contractual agreements. The Sub-AUA reserves the right to take
legal action if necessary.

- End of Document -
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