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Scope

This is in reference to the Aadhaar Authentication Services of the Unique Identification
Authority of India (UIDAI), Government of India, being implemented by the Department of
School Education, Government of Punjab (hereinafter referred to as “DSE” or “Sub-AUA") under
the Sub-AUA licence of the State Aadhaar Authentication User Agency, i.e. the Department of
Food, Civil Supplies and Consumer Affairs, Government of Punjab-cum-Registrar, UID, Punjab
(hereinafter referred to as the “State AUA").This document details the Information Security
Policy and standards applicable to DSE as a Sub Authentication User Agency (Sub AUA).

This document details the Access Control Policy applicable to DSE as a Sub Aadhaar
Authentication User Agency (Sub AUA).

Document Distribution

All employees of DSE (including its directorates such as DGSE, DSE-SE, DSE-EE, SCERT, etc. and
their field offices), including contractors and third parties, who access its Information
Technology Systems and Infrastructure (Computers, Network and IT Devices).
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Terms & Definitions

S. No. Terms Definition
1. | AUA Authentication User Agency
2. | CIDR Central Identities Data Repository
3. | Information Information that has value to the organization/UIDAI.

Including but not limited to Citizen biometric and
demographic information, personally identifiable
information, employee information, organization
information such as CIDR details etc.

4. |IT Information Technology

5. | KUA Know Your Customer (KYC) User Agency

6. | MFA Multi-factor Authentication

7. | RBAC Role-based access control

8. | Sub-AUA Sub Authentication User Agency

9. | Sub-KUA Sub Know Your Customer (KYC) User Agency
10. | VPN Virtual Private Network
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Access Control Policy

1 About the Policy

1.1 Policy Statement

All users are required to adhere to this Access Control Policy to ensure the security, integrity,
and confidentiality of the DSE's information systems, resources, data, devices, and networks.

1.2 Policy Scope

This Access Control Policy applies to all employees of DSE (including its directorates such as
DGSE, DSE-SE, DSE-EE, SCERT, etc. and their field offices), including software developers,
testers, and system administrators, as well as any contractors or third-party vendors with
access to the DSE's resources.

2 Access Control Principles

1) Least Privilege: Access rights will be granted at the minimum level necessary for
employees to perform their job responsibilities.

2) Need-to-Know: Access to specific resources will be granted only to those individuals
who require it to fulfil their job duties.

3) Separation of Duties: Responsibilities will be divided among team members to
prevent conflicts of interest and unauthorized actions.

4) Accountability: All access and activities within the system will be logged and
attributed to individual users.

3 Access Control Measures

3.1 User Authentication

1) Each team member must use unique credentials (username and password) to access
the team's systems and resources.

2) Strong password policies, including regular password changes and complexity
requirements, will be enforced.

3.2 User Authorization
1) Access rights will be assigned based on job roles and responsibilities.

2) Access to sensitive data and critical systems will be restricted to authorized

personnel only.
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3) Regular access reviews will be conducted to ensure that access rights are up-to-date
and aligned with job roles.

3.3 Network Access Control

1) Secure VPN connections will be required for remote access to the team's network
and systems.

2) Firewall rules will be implemented to restrict unauthorized access to internal
resources.

3) Wireless networks will be secured with encryption and strong authentication
mechanisms.

3.4 Data Access Control
1) Data encryption will be applied to sensitive information, both in transit and at rest.

2) Role-based access control (RBAC) will be implemented to restrict access to specific
data sets based on job roles.

3) File permissions will be configured to limit access to sensitive files and directories.
3.5 Application Access Control

1) Access to development tools, version control systems, and other software
applications will be granted based on job roles and project requirements.

2) Multi-factor authentication (MFA) will be enforced for accessing critical applications
and services.

3.6 Physical Access Control

1) Physical access to server rooms, data centres, and other critical infrastructure will be
restricted to authorized personnel only.

2) Access logs will be maintained to track the entry and exit of individuals from secure
areas.

4 Access Revocation of Exiting Resources

1) All access privileges, including but not limited to system credentials, physical access,
remote access, and application-level permissions, granted to any resource who is
leaving the organisation, must be revoked within 24 hours of their official date of
relieval.

2) Implementation

e The resource's manager or immediate supervisor must notify the Access
Control team of the relieval date at least 7 days in advance.
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e The Access Control team is responsible for ensuring the following actions are
completed within the 24-hour timeframe:

i) Deactivation of user accounts across all systems and networks.
i) Retrieval of physical access devices, such as ID cards, keys, and tokens.

iii) Disabling of remote access mechanisms, including VPNs and cloud service
logins.

iv) Termination of access to shared accounts, platforms, and third-party tools.

5 Monitoring and Enforcement

1) Regular audits and reviews of access controls will be conducted to identify and
address any vulnerabilities or policy violations.

2) Security incidents and policy violations will be promptly investigated, and appropriate
actions will be taken, including disciplinary measures if necessary.

3) Employees will receive regular training on access control policies and procedures to
ensure awareness and compliance.

- End of Document -
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