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lncreasing cyber-attacks on Students transitioning to Online Education
2 messages

#:*,i:l1}g111p^g:.f:,^,,6_L__ -r - rue, Feb e,zozzats:2l pM
To: secyedn.and@gmail.com, Anjalisehrarryat <secedn.and@nic.in>, Anj6lisehrawat.s#in6|;;;,;r:" 

ato:z-r 1'r

'secretaryeducatibnap@gmail.com, secy.se.edn@gmail.comluatrepuiaryln@fi;i;, secy+dn{ih <secy-edn-bih@nic.in>, secretaryedgcationut@gmair.com, isltcnoodaiicom, ps.edu.cg@gmail.com,
ch'school,edu.dept@gmail.com, dr.alokshukta@gmail.cdfr, secretarv g**tffi;+.y-"or-acqnic.in>, 

H RajeshPrasad <secyadu@nic'in>, secretary Health.Elvnealtt.do.Og*.fir, s"o"Gw eJ[."fion <secedu-sect.goa@nic.in>, secedupri@gujarat.gov.in, ::"*rd.6..t-.g;nin, "**hry@igfil.com, Mr Rajneesh <secy_hedu'hp@nic'in>, pssedz0zl@gmail-dm, rrrdinarkhaiidtrrJi.*r, prsprim-edu@kamataka.gov.in, A p MMuhammad Hanish I A s <secy.gedu@kerala-gov.in>, sJrEarveon6jriir.*r, pr:to*r.".u1@gmail.com, Rashmi<secy.sed@mp-gov.in>, Acs.schedugharraraintra.giv.in, dr,"'hranio-va[oo;;ri-fi;.gsatabam@yahoo.@.in,
secretarysedmiz@gmair.com, zirmawia2l S@aor.cori, osoprannrngdd-maiLcom;;;;i;."@gmair.com, Mr AshokKumar IAS <secytran'pon@nic.in>, Ajoy shErma .nisegfiffi.soy.in1, .""y.""t *l"ducation@rajasftan.gov.in,gpu padhyaya@gm ait. com, sikkimhrdri@gmait. com : ;G"@i;€6v:in, Secretary ia rcatio n. <prlsecyedu@telqngana,gov.in>, secy-segtelangana.ttvii, r"Lv r" trogmail.'com, s";;y" Gupta <secy-edn'rd@tripura'gov.in>, saumya.edn-i@sryit.coin, prl-e."iggmail.com, secretarybasicg4@gmail.com,upefaspo@gmail'oom, psawasup@gmiiioom, rmeundaramia@gmail,cor, pi.#iLryzo@gr"il.corn,
wbssed@gmail'com, pstrcsecysed@gmail.com, secy.edu.wb@frnait."or. "aiieo.anJ ored.and,, <dired.and@nic.in>,paaneducation@gmait.oom, k.verrisetvi@gmailco*_.oodffi;il;;,ilri."J.liierediffmait.com,
roshni'korati'ias@gmail.com, ssabihar@!-mait.com, pilim'nroriiapi-ctro@ni;fi;, 

mi;.h"ad@gmail.com,' rmsachg@grnail'com, Director roucation <oireou-aoglieinr, *6-*lrrielieomrrit.com, state project Dhector MGoa samagra shiksha <dirgssa.goa@nic.in>, sposJggm"ii.#r, ssatirvan"Og,riJit.-r, spdssahp@gmait.com,jksamagrashiksha@gmail'com, jepcraicrrirgg#"ir.""rl".pJ*lr"matara6jma-it.ilm, 
spdrmsakerara@gmait.com,ssakerala@gmail.com, apkmtr@gmail.com,ijeraaa$,Eig;aitlilm, raresn.singhatTgg@gmait.com,31smsa'63@gmail.com, oirector Rsr <director-rsk@ffiil.i.a dhanarajus.2009@gmait.com,ssa-manipur@redifttail.com, nandakumarlaishrar6fi;t;;,'""r,maoi6srrir:d;, 
rmsa.spomeg@gmail.com,ssasmam'sgh@gmail'com, 3sa-semam@yahoo.coril-...rloor@gma,t.6;, 

rrmaacirate@gmail.com 
tspdnagaland@vahoo.com, aiertemsunar6(lgmailco;, sdp;,eI-oir"ctor;i,,il;;;;*.r <spd.opepa@nic.in>,opepaedu@yahoo.co.in, ssapondy@ymairi6m, oii"ciir or scr,"-or Education ;or*"or.pon@nic.in>,dgsepunjablS@gmail'com, ogse@[dniabed.ucation.i!.1;, rl]rir..*rmissioner@najasthan.gov.in,

spdrmsaraj@smail.com, raismsa'irio@rajasthan.soiin, uiirin"Lrod;ffi;ni.Jlrt ggmair.com, ,saju vaheedA." <spd-samagra@tripura.gov.inr, ticod"@jm""il.;;,;;;;olarripura@gmair.com, chandni chandran<chandni.chandran@ias. nic.in>, secyuk.eor@tfiii#, $iltr.r6gmair.com
:fiii:3.t#:X,fiilT@frlish'kumarl@gov.in>, ric vasuoevJn {rcvarJI;r*;;;;@sov.in>, 

BRTJESH SHARMA |v\

Respected Sir/Mam

Please find the attached document regarding the lncreasing cyber-attagks on students tmnsitioning to ontinEEduetion and an additional informatiJn as rlceived fdd;;{ce 
is attached for information. This is beinoshared for sensitization about cybercrime modu+operairaiffirO"ihe inputs being shared are for intemal usel

Rakesh, ASO
Digital Education Section
OoSe&L
Ministry of Education

W
Amrit 14$

Department of School Education -
t
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DGSE PunJab <dgse@puniabeducation.gov,in>
To: Directorsce@unjab Chandigarh <directorscert@yahoo.in>

louot€d t3)( hidd€nl

\Abd, Feb 9, 2022at g:22 AM

et lncreaaing cyber'attacks on Students tranGlfionlng to Online Edueafion.pdf. c-:t 1369K 
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Incrcas*ng cytar.attada m s&nlsnts ttndaonhlg e o|dhe Hucauon

Frcm : Cyberdost <q/b€rdo$@mha.gov.in>
Sllbl&t : Increa$ng qfier-attada on ShJfuiB transltioning to

To : tt8 rurrta rcft{rar <wy.sd@nic.in>, K. sanJay Murthy
:sffiy.d!@nlc" in>n CBSE <info.ctrse@gor.inr,
prorec r1r*"e., < Cofficr.ugcgnrcinll nikfu
Rajput ( Deputy l*r.ruw l .Oirsr,ir,*@rj..inr,
Kunal t(dryav <lqrnat. kasfiyav@nic.ini; i p Singh<rpsingh.dae@nlein>

cc ; ASr-roK rruMAR <asfiok,rsnrz7@orerp, HIMArrrsHupANDE <dgmJ{c@r#ra.gov.in >l Sa*}ii ilu*.,
< sanjay. kr90@ mha gov.1n >

Regards

Threat ea*IllUcet IIEtt fTAUIIdl*E Cyecr Crluc Corireinatirn Cutre
CIS Dhrteion, MI{A
0lI-23,t39207

Thu, ffi 03, 20AZ 01:03 pM

g1 atEchment

cqnceroed
qutry, you

Respected Madarn/Sir,

In context of the cited subject and in continuation of earlier ewrails serrt bythe Ministry of Home Affairs, act addidonal informatisn as-receiveu from opeosoirrce is attached for inforrrration. ?his is ueing shared ro, seisitiratisn aboutcybercrime modus-operardi/trends 
"$;;g"l action cal be initiated based onthese inputs withoui addiuinJ cormborati*"*ia*ce. The inputs being sharedare for iaternat use and informado" *"y 

"oi 
uo 

"tt 
tu"ted to MHA.

2' tt is requested to share thc abqve Information ,nrittlofficers' Feedback, if any, may be shared *ith MHA. lr, 
""ru-or a.rymav conract Sh' sanjay Kumar, AC {I4c} ,"er: 01t-2343S207}.
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Subiect lncreadng cyber'attacks on $tBdants trenettiening to Online Eduqatioil

Respected Sir / Madam,

Threal Summary

online aducatlon cen makg shldan& and tescherc more exposed tic cyber security
attacks' while schools are using vidao-communidion platforms (Zoorn, Google MeeL elc.)
anrj online chat seruices, incessant and precarious cyb*r practices harre put rnillions of
students a*U"$seffi*_{Fk. Check point

[n August 2021 repfied that he
education sector in lndia per week on avorage.

ilodus
: Vidao

used for rea

verbal

language,

eontent.

Social Cyber

on social e tactics to
victrms l$? ,": :rry#k; f€rfee{#, ilnformation or performiig , task. Otfier,,., ot - Otttin{inariii:$
methds used by cybercriminalo are phisrhg, idenHty fieft; &snking fraudr. reymg#;;
sMS spoofing, pichrre morphing, oamsa had<ing and many rnore. -- ':

cybersquatting: sinrilar school websiles are created to convince victirns to download
malicious attaclrrnents or op€n malicius linke.

Ernail spooffng- Frard3tetB tick vic{irns i*to th}nking an email came from $chool
administration by brging email headers orcreating sim.ilar email addresses, wSich most
users take at face valus' $uctr emails are used to request private infomration, send a
'''iulirt') lo a rnalicious wetrsite, or cofivince victims to download rnalicious attactments.

Dirclrirrra, h ad,r.,rr'ry is 
'*r,'d "ts i''for irfur?rdthrrr,,!,O*, *ry ,r" ,rO{

;:;;X;.[.",,,t:jt$il,utlaltc\,,lis,nedrls{ein.msn}*al"asiroar;ic..,,rcriilxr1lua*siv1aorerJri*ro.lry,is A*tiwyor

video
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''"
i."irr+:r'r;rtr]tinals use siolen priva& daia for exlofiin$-rrmn6y fronr $c{ims" crawl l{djmer .

*ev-ice$ for banking credentials, irnpersonate vi,ctims, eti. '

r r'ilr,1i;1s11y anC strenqthen passwords used for toggnng onto rgmote a"uourCg,:gudt
, r,:,:;i; i,l iv,.il',i fillpltcatioils. Uoe strong routerpasswords.

r fnsure firewalls are props$ aonfigured and unrking.
! 

. 
fil.{iure apdrating systems and applicatiorp are updated to the msl cungnt wrsions.

" 'ltientify a point of contact at your sclpo{i.miversity for questions re6ing to the security
' . :;:,i, i::"i * g.:tips+, $il{.#$b-links.

,..-:. -,.,..ii,.,::,:,.,.i:,,:,:::;i,,

and anti-virus nofi,t,or,kgcans*
r ("$n$dsr

' ilentern
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traffic and

1{sirii.rt iiriy

and Hocking @mrnsnd and aontrol

portak-af,*,F$fiFdByleroosr m
about
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