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_ 'DGSE Punjab <dgse@punjabeducation.gov.in>
Noe~6 SCBhy '
Increasing cyber-attacks on Students transitioning to Online Education

2 messages .

RAKESH <rakesh.0304@gov.in> _ Tue, Feb 8, 2022 at 5:21 PM
To: secyedn.and@gmail.com, Anjali Sehrawat <secedn.and@nic.in>, Anjali Sehrawat <secedn@nic.in>,
.secretaryeducationap@gmail.com, secy.se.edn@gmail.com, ballepukalyan@gmail.com, secy-edn-bih <secy-edn-
bih@nic.in>, secretaryeducationut@gmail.com, fsutchd@gmail.com, ps.edu.cg@gmail.com, -
ch.school.edu.dept@gmail.com, dr.alokshukla@gmail.com, Secretary Education <secy-edu-dd@nic.in>, H Rajesh
Prasad <secyedu@nic.in>, Secretary Health <secyhealth.goa@gov.in>, Secretary Education <Secedu-
sect.goa@nic.in>, secedu-pri@gujarat.gov.in, secedu@gujarat.gov.in, acssehry@gmail.com, Mr Rajneesh <secy-
hedu-hp@nic.in>, pssed2020@gmail.com, hrdjharkhand@gmail.com, prsprim-edu@karnataka.gov.in, A P M
Muhammad Hanish1 A S <secy.gedu@kerala.gov.in>, secretaryedn@gmail.com, pstocomsecuti@gmail.com, Rashmi

secretarysedmiz@gmail.com, zirmawia218@aol.com, osdplanning@gmail.com, secysme@gmail.com, Mr Ashok

Kumar IAS <secytran.pon@nic.in>, Ajoy Sharma <psse@punjab.gov.in>, secy.schooIeducation@rajasthan.gov.in,

gpupadhyaya@gmail.com, sikkimhrdd@gmail.com, schsec@tn.gov.in, Secretary Education _

<prisecyedu@telangana.gov.in>, secy_se@telangana.gov.in, secy.se.ts@gmail.com, Saumya Gupta <secy-

‘ edn.rd@tripura.gov.in>, saumya.edn.tr@gmail.com, ps.seced@gmail.com, secretarybasicO4@gmail.com,

" upefaspo@gmail.com, psawasup@gmail.com, rmsundaramias@gmail.com, pssecretary76@gmail.com,
wbssed@gmail.com, pstosecysed@gmail.com, secy.edu.wb@gmail.com, "dired.and dired.and" <dired.and@nic.in>,
paaneducation@gmail.com, k.vetriselvi@gmail.com, spdapssa@gmail.com, ssaassam@rediffmail.com,
roshni.korati.ias@gmail.com, ssabihar@gmail.com, Palika Arora <dpi-chd@nic.in>, mis.head@gmail.com,

- rmsachg@gmail.com, Director Education <diredu-dd@nic.in>, spd_delhi@rediffmait.com, State Project Director M
Goa Samagra Shiksha <dir-gssa.goa@nic.in>, spdssa@gmail.com, ssaharyana@gmail.com, spdssahp@gmail.com,
Jksamagrashiksha@gmail.com, jepcranchit@gmail.com, spdssakarnataka@gmail.com, spdrmsakerala@gmail.com,
ssakerala@gmail.com, apkmtr@gmail.com, dseladakh@gmail.com, rakesh.singhal789@gmail.com, '
31smsa.63@gmail.com, Director RSK <director-rsk@mp.gov.in>, dhanarajus.2009@gmail.com,
ssa_manipur@rediffmail.com, nandakumarlaishram@gmail.com, achmarak@gmail.com, rmsa.spomeg@gmail.com,
ssasmam.sgh@gmail.com, ssa_semam@yahoo.com, ssamizoram@gmail.com, hmaicha12@gmail.com, '
spdnagaland@yahoo.com, aiertemsunaro@gmail.com, State Project Director Bhubaneswar <Spd.opepa@nic.in>
opepaedu@yahoo.co.in, ssapondy@ymail.com, Director of School Education <Dse-edn.pon@nic.in>,
dgsepunjab18@gmail.com, dgse@punjabeducation.gov.in, rajsmsa.commissioner@rajasthan.gov.in,

A" <spd-samagra@tripura.gov.in>, tg.cdse@gmail.com, Sposamagratripura@gmail.com, Chandni Chandran
<chandni.chandran@ias.nic.in>, secyuk.edu@gmail.com, spo.pbssm@gmail.com '

- Cc: Rajnish Kumar <rajnish.kumar1 @gov.in>, KC Vasudevan <kevasudevan.mnre@gov.in>, BRIJESH SHARMA NA
<brijeshs.c031801@gov.in> , '

Respected Sir/Mam
Please find the attached document regarding the Increasing cyber-attacks on Students transitioning to Online

- Education and an additional information as received from open source is attached for information. This is being
shared for sensitization about cybercrime modus-operandiftrends. The inputs being shared are for internal use.

Rakesh, ASO

Digital Education Section
DoSE&L

Ministry of Education.
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DGSE Punjab <dgse@punjabeducation.gov.in>. - Wed, Feb 9, 2022 at 9:22 AM
To: Directorscertpunjab Chandigarh <directorscert@yahoo.in> . . :

{Quoted text hidden]
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—~ 1363K »



2/3/22. 114 PM Email

© Email’ . Ms Anita Karwal

. Increasing cyber-attacks on Students transitioning to Online Education

From : Cyberdost <cyberdost@mha,.gov.in> 3 Thu, Feb 03, 2022 01:03 PM

- Subject : Increasing cyber-attacks on Students transitioning to #1 attachment
Online Education ' ' . o

To : Ms Anita Karwal <secy.sel@nic.in>, K. Sanjay Murthy
<secy.dhe@nic.in>, CBSE <info.cbse@gov.in>,
Project Manager <Contact.uge@nic.in>, Diksha
Rajput ( Deputy Secretary ) <diksha.ugc@nic.in>,
Kunal Kashyav <kunal.kashyav@nic.in>, R P Singh
<rpsingh.cbse@nic.in> ,

Cc : ASHOK KUMAR <ashok.kmr77@gov.in>, HIMANSHU
PANDE <dgmi4c@mha.gov.in>, Sanjay Kumar '
<sanjay.kr90@mha.gov.in> :

Respected Madam/Sir,

In context of the cited subject and in continuation of earlier emails sént by

2. It is requested to share the above 'Information with concerned
officers. Feedback, if any, may be shared with MHA. In case of any query, you
may contact Sh. Sanjay Kumar, AC {14Cj {Tel: 011-23438207). gp);.
Regards : - _ M :

. 7
Threat Analytical Unit (TAU) -
Indian Cyber Crime Coordination Centre C.}r M Wj
CIS Division, MHA ot o
011-23438207 ' \% : -
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To: All members : .
From: cyberdost@niia govin e b Beb (9 2000

| Subject: Increasing cyber-attacks on Stud'ent’s-transiﬁpning to Online Education

Respected Sir / Madam,

Threat Summary . . :
Online education can make students and teachers more exposed to cyber security |
attacks. While schools are using video-communication platforms (Zoom, Google'Méet‘ etc.)
énd online chat services, incessant and precaﬁaus cyber practices have but miflions of
students and. ieach tgisk. Check Point Res arch. in August 2021 reported that the
education sector gegabizations in India expes £Xs per week on average.

disruption by
verbal harasg#
language,
content.

vicims  into reveal
information or performing a

&

B el 8

task. Other . . Mg.or
methods used by cybercriminals are phis’hiﬁg, identity theft; ban
SMS spoofing, picture morphing, camera hacking and many mor

e

Online Lear
king frauds. keylogger, -

* Cybersquatting: Similar School websites are created to convince victims to download
malicious attachments or open malicious links. _

* Email Spoofing: Fraudsters trick victims into thinking an email came from Schoot
administration by forging emait headers or creating similar email addresses, which most
users take at face value. Such emails are used to request private information, send a

viclim o a malicious website, or convince victims to download malicious attachments.

Disclaimer: Tiis advisory is provaded "as is™ for informationa) PuTpases only. The I4CIMHA} does not provide any warmanties of B it
“wyaskng any SKElion contained hecdin, The 140 Foes not endorse any commercial prodiict or service refarenced in this Advisory or
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* onsercnminals use stolen private data for extorting money from wcttms crawf waums' g
devices for bankmg oredenums 1mpersonate victims, etc. '

Suggestions : g g

* Raoaew and strengthen passwords used for fogging cm(o remote resourceé? .S'ud't és.
seail GF aurk applications. Use strong router passwords.

" Ensure firewalls are properly configured and warking.

® Ensure opérating systems and appﬁca»tions are updated to the mest_current versions.

* ldentify a point of contact at your school/university for questions refating to the security

sontain attac;

traffic and p

Indian Cyber Crime Coordination Centra

Tes lyimpr Tn Ny g m'qv.-'ded 'gs’és'fo.r if_tfoanmianaf purposes only. The KCMHA) does not provids any warahties of anykm
: ity zontained hergin. The MC doss ot endorse A0y commercial product or sarvice referenced in this. Avisery or
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