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[ Subject: Publishing of Personally Identifiable Information pertaining to Citizens
a’\ by district level authorities,
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1. All Administrative Secretaries of State Departments
2. AllDCs of Districts of Punjab State

No: E-334904/S3WaaS_4/ 2Yy3-y._ 2Y3g

Dated: 2062022

Subject: Publishing of Personally Identifiable Information pertaining to Citizens by district
level authorities.

A DO no. 10(23)/2021-CERT-In dated 05/05/2022 was received from Director Ge«Z
MelTY regarding publishing of Personally Identifiable Information pertaining to Citizens by dlstnct
level authorities (copy enclosed).

2. CERT-In (Indian Computer Emergency Response Team) is the national nodal agency for
respondmg to cyber security incidents as per provisions of Section 70B of the Information
Technology Act 2000. During the past few months, CERT-In has been made aware about the cases
of publishing several Personally Identifiable Information (Pll)/Protected Health Information (PHI)
pertaining to Indian citizens by various district level authorities on their websites.

3. In this regard, it is reiterated that No Personal Identifiable Details such as Aadhaar Number,
Bank Account Number etc. should be listed in any of the uploaded documents or HTML pages of the
website. In case of non-compliance, penal action in accordance with the Aadhaar Act and
subsequent regulations thereunder may be initiated by the concerned competent authorities.

4, It is requested to ensure the compliance of the above and do the needful to sensitize the
concerned officials about publishing sensitive Personally Identifiable Information (Pll) Protected
Health Information (PHI) in the public domain. Any assistahce/guidance in this matter may be
obtained from S3Waa$, NIC (s3waas.gov.in / contactus).

5. This is for your information and necessary action please.

~ o

(Giristr Dayalan)

Director
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Indian Computer Emergency Response Team (CERT-In) is the national nodal agency
for responding to cyber security incidents as per provisions of Section 70B of the
Information Technology Act 2000.

2. During the past few months, CERT-In has been made aware about the cases of

publishing several sensitive Personally Identifiable Information (PIY Protected Health

information (PHI) pertaining to Indian citizens by various district level authorities on
; publicly hosted websites such as Secure, Scalable & Sugamya Websites platform
i (S3Waa$S). S3WaasS is a cloud platform by NIC for creation and hosting of web
icontent in a user friendly and easy to use manner.

3 S3WaaS$ platform is used extensively by District collector/ Magistrate offices for
. .operating district level websites for disseminating information to general public.
%‘}_However, it appears that some of the district level offices have been publishing

mm‘ormation which includes Names, Aadhaar No., Mobile No., vaccination details
ik
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hich are considered as sensitive from the privacy and safety point of view of the

tizens. In addition, the information so published is also searchable through search
engines which can also be used for nefarious purposes by the adversaries to target
the ordinary citizens such as carrying out Targeted Scams, Identity Frauds at mass
scale thus aggravating the issue.

4. It may also be noted that the NIC’s Terms & Conditions for S3Waa$ platform
states specifically that “No Personal Identifiable Details such as Aadhaar Number,

HTML pages of the website. In case of non-compliance, penal action in accordance
with the Aadhaar Act and subsequent regulations thereunder may be initiated by the
concerned competent authorities”. These terms & conditions have been agreed to by
all users through Authorization Letters. Further, a prompt/warning is also displayed to
remind the users about the same before publishing the content. There appears to be

lack of awareness and understanding about security ramifications of publishing
Plis/PHIs pertaining to citizens.
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Shri. Dilip Kumar, |IAS
Principal Secretary(IT)
Udyog Bhawan
Sector 17
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