
; F), M,s€oEDr6or/*r,r -u"rr/sroer tfu
l#ItrI Freqrg

i r'.

fr:Filr fss-dr

6fiinrin e rrrtrr)

tfds It6[S ffi+h{r, UH'y, rt,$l
B'tr+{€, ffidaFfsddr (fifr), q;rrE, 16r
g'B+{gd, ffiprrf€dr (rr},fr), {Hrq,, r}g16r,
FdGr, rhq Fgs fifrfl,, +sJ, rlg,rfrr
a.tr+q--d, rlg fi.S.h{B.A rkrrfi r

flr$, #drd:- g*.722_
Publishing of Personally ldentifiabte lnformation pertaining to citizens
by district tevel authorities.

gu}+r fHfr e xdv 1gs, (z- fg'. *kJ ,r.)f& EEft+ ry'r{ g =.tr,-d€, y*,Efr5q ETa ,,u }qffiJ E,-dr, LiE J yrs {rs s, E-3349ourtr**)s_4/3u,4-347s
nfs 30'05.2022 HlI3 Hfo-frs fi qQfi hrdres t-s€I qEEEt trr rfi #0tr

#
$+€ v $s-o rrls v'.trfu€, p.,TFr+ Eru 16, Eu' ffiJfu-fl, ritE J r,I3 riTu s, E-334904/S3WaaS_4/34 74_3475 Affi

30'05.2022 HrrJ Frfu-{rd s q.rfi Srrro$e, ffin{h{, -2,3,4,5,,rr3 z rQil 6hrdres*SSq-oe,sfrir*frm*tr

fs f€'l

\6
Ercie

Snrc#, frin{r}r'f€Er

ffi+nrr- z, 3,4, s,hrj z H'tfrl

A-)to

i( lololffi*

')r.r€.q.s' t,foft^-rfrcfs7te rzfe r, f{s, tiseq,r- * T zz-

ts f€+



Ss0 1bus"t J rt7,qg3qqr

W, -. TEqfr;-r EEIE'{3 *{ ffi f€sur

,r-;i#ffi-tJ#'"s";T'ir8[ilHT1#,uB,,rc **,,,o*"r"
PH: 0 I ?E-Zgg4ggg EMAILT ds@puniab.sov.in

"*t Hfi u't'c-il^,

All Administrative secretaries of state Depariments
All DCs of Distric{s of punjab State

No: E.334904tS3WaaS_4, 3 y+vt_ 3tt?sDated: z.16l-r-
subject Publishing of Pensonally tdentifiable lnturmation pertaining to Gigzens by district
level authorities.

A DO no' 10(231t2021'CERT-ln dated ostost2a22was received frorn Direc{o , n*Lr.
MelrY rcgarding publishing of Perconally ldentifiable lnfonnation pertaining to Citizens by oistriY
levet authorities (copy enclosed).

2' cERT-ln {lndian computer Emergency Response Team) is the national nodal agency for
responding to cyber sectrrity incidents as per provisions of section 70B of the lnformation
Technology Act 2000. During the past fenr months, CERT{n has been made avyare about the cases
of publishing several Personally ldentifiable lnformation (Plllprotec,ted Health lnformation (pHl)
pertaining to Indian citizens by various district levelauthorities on theirwebsites.

3' ln this regard, it is rciterated that No Personal ldentifiable Detaits such as Aadhaar Number,
Bank Account Number etc. should be listed in any of the uploaded documents or HTML pages of the
website. ln case of non'compliance, penat adion in aecordance with the Aadhaar Ast and
subsequent regulations thereunder may be initiated by the concemed competent authorities.

4, lt is requested to ensure the compliance of the above and do the needful to sensitize the
concemed officials about publishing sensitive Personally ldentifiable lnfonnation (pll) protected
Health lnfonnation (PHl) in the public domain. Any assistance/guidance in this matter may be
obtained from S3WaaS, NIC (s3waas.gov.in / contactus).

This is foryour information and neoessary aclion please.

U"r^I"
(Girisfifayalan)
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H'jSscale thus aggravating the issue.

2' During the past few months, cERT-ln has been made aware about the cases ofpublishing several sensitive Peisonally loeniinaoie lnformation (pll/ protected Healthinformation (PHl) pertaining to inoi"n 
"iiir"nr-n'v"various 

district level authorities on; publicly hosted websites s-ucrr is secure, s"r6bl; & sugamya websites platform
i !!lI:.r.s). S3WaaS is a-ctorJ-putrorr'nv-rruC ior creation and hosting of weblcontent in a user friendly and easyto use ,"'nn"i.
i^ AAt.,

4' lt may also be noted that the Nlc's Terms & conditions for s3waas platformstates specifically that "No Personal tdentifiror" b"t.its such 
", n"on"ar Number,Bank Account Number etc. should be"listed ilfi'of the uploaded documents orHTML pages of the website. ln case.of non-corpiiin.", penal action in accordancewith {he Aadhaar Act and subsequent regulation.Iit"r"rnder may be initiated by theconcerned competent authoritiest. Th"r"Lrr. C.bnoitirn, trave oeen agreed to byall users through Authorization Letters. Further, . p*p,n rrning is also displayed toremind the users about the same oel9re nlrnrirrtir['[re content rhere appears to be
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pertain ins to ;Mdistrict level authorities
lndian computer ESgrgencv Response Team (GERT-ln) is the national nodatr}ffor responding to cyoJr-securitv ilcioents as per provisions of section 708 of thelnformation Technotogy n.t ZOO6.
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5' ln view of the. above, it is requested that district level authorities may kindly besensitized about pubrisninf sensitive Ferslnany roentiniLrc rnformation (pryProtected Health inroi'riion'rp,r): A;v ,ri'iiirn""lgriJir"" in this matter may be;3;i:'"0 
rrom sswaa sl 

-Nli' (c6;i;;i ili"li,;i,;; rhfi,;;s3waas.sov, in/contact_

To
Shri. Dilip Kumar, IAS
Principal SecretaryflT)
Udyog Bhawan
Sector 17
Chandigarh-160017
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