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f6F:- Release of funds under the Centrally Sponsored Scheme (CSS) and

monitoring utilization of the funds released- [T Securiff Advisory for
State Governmpnts and Agencies using PFMS.
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et User lcvel.

Thls issre! with drc Sprcvd of Compctent Authority

Dy.Controller effirul of Accounts

To,

All StaE GoYt' hsruncnts.

Copy for informaticn to:'

l) FS to
2) PS

3) PS to
4) DDC / Sr.T.D'
5) All Dy.CCAa/
6) All
7) Sr.

tg?g

Mi*istry ofFlnrnco' Dop. of Expanditurc
Controllcr Ceneral of Accounts

hslb Finrncial Mlnagequr$ Sy$rem (HQ)
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lT SGcriltty Adrlttry for flrta €gtmmnants end Agenclos usiag PFMS

To mitfrte the rlsk of cyber-anrcks rnd other malicious aclvlty, rll urcrr of
pFMS (including tmplementing {enciar *nd 8[rE &vcmrncnt!] ere h,rruby advirad to

ensure the adoptton $f th€ follqiilE saf$strdr,x*$b rocrgdna PfMS po'tC throqfr thoir

lT syrtems tdcslftopg I lronryr I rnoUlqde$cei):

1. print payment Advlse {IPA) wlll be dlrcondrrued from 30th Sept ;l0ll for Agencies

who ere having accounts in DSC ensbled Banks. All Agencies art' advired to shift

from PPA to ePA / DSC mode for payments.

?. For SNA .scoufits for CSS, Cheques shall NOT be issuad. Agencies ';hall meke use of

perlments m6da tv.ilsble in PFMS l.e.PPA/ OSf,lePA onty.

3. External $orgge mcdft and communicetlon deviccs may be uscd itrictly for officlrl
purp63e. The unrtgul*ted use of devlcec {tlke pen drlwg, mobllt plpnc etc.} can

cause transffiission of malicious flles from device to coflrputeflg and intreaser the

vulnerebllity of dete theft.

4. Regular backuPe rhnll bc bken.

. 5. Use euthorirtd and llccnscd software only'

6. Don't use the same pa$word in multiple serviccslwebltcdapps.

7. Do not silve your login credentials of PFMS in browscr'

8. Don't ute any uneuthoriled remote administratlon tools ,e.8, Tcernvltwer,

AmmY sdmin, lnYdcsk etc-),

9. Don't write dotvn any passwords, lP addres"es or other

sensitive informrdon on any unsecured material {e'g' stikY/po3t-it notes,

plain paper pinned or po*t*d on your table, €tc')'

lo.Bon,t use any 3d party toolbars (e.g, download manager, 'vssthar tool bar,

askme tool bar, etc') in your internet browsar'

1l.Xeep your rySt€m password protected. The password rnaY not ile shared {Yith any

ottrerperson.TofacilitateaccessbYmulttpleusers,i{needed,difltrentusersmaybe
created on the syst€m'

l2.Frevent mrlware and ransomware from beiry dellvered and spraadlnS to Your

devlces. Pr€vent malware from running on devices. Do not stnd emrypted drta and

communacate with rnalicious lP addresses'

13.Usen to Enturc that anti.vlrus appllcatlon lg propcrly lnstalied rnd is updated

regularlv. crynputcrs meY not be enablsd with euto'plry fafiure 'vhlch 
preventg anti-
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